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Ha uem cenuac akueHT?

75%
B3/710MOB C NOMOLLbIO

CKOMMNPOMETUPOBAHHbIX
YUYETHbIX 3anucemn

700K

KnbepaTak B Hegento

$3.5M

CpenHAA CTOMMOCTb
nocnegHemn yTeuykm
AAHHbIX

$500B

[NoTeHuManbHbIE
N30EPHKN MUPOBOM
3KOHOMUKMN

80 Mnpga.

Bxoaauwimnx
coobLeHnn
nnsa 0365 B

MecAL, — TO/IbKO
31% aBnaetcH
busHec

NMCbMamMm

55 Mnpaga.

Cnam um Ban
nmcem,
KOTopble
nepenonHAT
No4YTOBbIE
AWNKN
No/ib30BaTeN1eN

4 600%

BpenoHOCHbIe
[Mporpammsol

3a nocneaHui
rog B 6 pas
YBE/IMYNIOCH
KON-BO
BPeAOHOCHOrO
Nno




Microsoft 365 Enterprise

Office 365 ‘ Windows 10 ‘ Enterprise Mobility

Enterprise Enterprise + Security Enterprise

KomrineKcHoe uHmesnekmyarbHoe peweHue 0189 meopyecKol
u coemecmHou pabomei 8 be3ornacHou cpeoe



Microsoft 365

CueHapum 6e30nacHoOCTH

YnpasneHune
A0CTYyNnom

EAVHbIM nopTan 40CTyNa K
KOPMOpaTMBHbIM Pecypcam

CueHapum
MHOTOpaKTOPHOM
ayTeHTMdVKaLmm

CueHapum CKBO3HOM
ayTEHTUOUKALMM

CamocToaTeNbHbIM COpoC
napons.

3awmTa
OT Knbepyrpos

3alinTa NoYTbl OT Crama

3aLyTa NnoYThbl OT BMPYCOB
M QULLNHIa

3awmTta K oT B1pycos

MOHWTOPUHT 1 aHaUTKKa
NnoBeAeHMA NOb30BaTeENEN

BbigaBaeHms
MOLO3PUTENBHBIX AENCTBAIA
M TApreTMpPOBAHHbLIX aTak

YnpasneHune
yCTponUCTBaMM

Ynpasnerwve 1K n

MOOUABHbIMM
YCTPOMCTBaMM

YnpasneHue
MPUNOXEHNAMM

BbiasneHwe
NOAO3PUTENBHOM
AKTUBHOCTM

3almTa YUETHbIX AaHHbIX
Nnoab30BaTens

3awmTa
MHbopMaLmu

X X X

Knaccuoukauma u
MapKMPOBKa AOKYMEHTOB
Ha OCHOBE KOHTEHTa

lUndpposaHme
YnpasneHue
[1paBamu 1 MOANTUKAMM

A0CTyna

OT1cnexmBaHme
AOKYMEHTOB M OT3bIB NMpPaB

KoHTponb 061a4HbIX
cepBucoB

AHanuTMKa MCNONb30BaHMA
0b61a4HbIX CEPBMCOB

BbigBneHMe NoTeHLUMaabHbIX
yrpo3

ObHapyxeHve dhakToB
nyoaMKaLmm KOpnopaTuBHbIX

AOKYMEHTOB

bopbba ¢ «TeHeBbIM IT»



Microsoft 365 Enterprise

Office 365 kopnopaTtmBHbIN E3 Enterprise Mobility Windows 10 KopnopaTtuBHas E3
+ Security E3

Pabouee NnpocTpaHCTBO Ha OCHOBE YaTa YnpaBneHue yaOCTOBEPEHNAMM U PaclumpeHHas 6e30nacHOCTb KOHEYHbIX
Microsoft Teams AOCTyrnom Touek
DNeKTPOHHAA NOUTa U KaneHAapb Azure Active Directory Premium P1 Credential Guard, Device Guard
Exchange, Outlook YnpaBneHve MobuabHon paboToi Co3paHo ans coBpeMeHHbix T
[onocoBas cBsA3b, BUAEO U co6paH|/|;| Microsoft Intune MpucoegnHeHwne k Azure AD, anHamnyeckoe
npaBjeHue

Skype ans busHeca 3awmTa uHpopMaLmm yrp
COBMeCTHOEe CO3aH1e COAEePKUMOro Azure Information Protection Premium P1 \Evu.:fj 6OJ1|bII;LIa$| NPOAYKTUBHOCTb

. . < INdows In
Office npodeccnoHanbHbIit ntoc Be3onacHocTb Ha OCHOBE YAOCTOBEPEHMUIA

Microsoft Advanced Threat Analytics MoLHble cOBpeMEHHbIE YCTPOMCTBA

YnpaBneHue caitamu 1 cogep>KMMbIM

SharePoint 1 OneDrive VlHHOBaLI,I/IOHHbII/I AW3anH, HOBbI€ KJ1aCCbl YCTPOWUCTB

AHannTmnka
Delve

Be3sonacHocTb U cooTBeTCTBUE
TpeboBaHUAM



Microsoft 365 Enterprise

Office 365 kopnopaTtmBHbIN E5 Enterprise Mobility Windows 10 KopnopaTtuBHas E5
+ Security E5

fonocoBas cBA3b YnpaBneHue yaocToBEpEHUAMN PacwumpeHHasa 6e3onacHOCTb
KoHdepeHL-cBa3b no TCOTI, obnauHas YATC N JOCTyrnom KOHEYHbIX TOUeK

Azure Active Directory Premium P2 Advanced Threat Protection B 3awutHnke Windows
AHanutmka
Power Bl Pro, Delve Analytics 3awmTta nudpopmaumm

Azure Information Protection Premium P2
Be3zonacHoCTb U cooTBeTCTBUE

TpeboBaHuAM besonacHOCTb Ha OCHOBe y0CTOBEPEHUN
ATP, TASM, Advanced eDiscovery n gpyroe Microsoft Cloud App Security
MICROSOFT 365 E3
Office 365 kopnopaTtuBHbIN E3 Enterprise Mobility Windows 10 KopnopatusHas E3

+ Security Suite E3



BoamoykHocT Office 365 E3/ES

IJ Office 365

[pnnoxeHus

KAaneHTckmMm focTyn um
CepBuChbI

Office 365 Pro Plus:
Office Ha 5 MK van Mac

Office Ans MOBWBHBIX YCTPONCTB:

MpyoXeHVa ANA NNAHLLETOB U
CMapTOHOB

Exchange Std + Ent CAL +
Exchange online + EOP:
DNeKTPOHHasA noyTa 1 KaneHaapb
HusHec-knacca

One Drive for Business:
ObnayHoe xpaHuavLLe n obmeH
darinamm

SharePoint Std + Ent CAL:
BHyTpeHHwWe nopTabl U CalTbl

SfB Std + Ent CAL + SfB online:
Bctpeun, IM, BuaeokoHpepeHLmn

Yammer:
YacTHas coumanbHas CeTb

Teams:
B3anmMozencTeme KomMaH/j B yate

StaffHub:
YnpaBneHne CMeHHbIMM
paboummMm

N

be3zonacHOCTb

Advanced Threat Protection:
PaclwimnpeHHas 3aLmTa noytbl: OT
HeM3BeCTHbIX Yrpo3 (yrpos
«HYJIEBOTO IHS») N GULLMHTOBBbIX
artak

Advanced Security Management:

MaHenb ans cbopa aHaNUTUKM U
KOHTPO/IA 32 AENCTBUAMM
nonb3oBaTenen

Customer Lockbox:
ToTanbHbIV KOHTPOb M 3alLMTa
JlaHHbIX B 0b1ake

Advanced eDiscovery:
CepBUC AN MOUCKA AaHHbIX,
NpPOBeAEHNS SNEKTPOHHOTO
ayamTa U pacciesoBaHms
JNeCTBMA NOib30BaTeNen

v

AN
alill

AHannTnKa

Power Bl Pro:

KopnopaTtneHasa aHanuTmka no
BCEM WCTOYHMKAM JaHHbIX B
peanbHOM BPEMEHMN

MyAnalytics:

Tpekep nepcoHanbHOM
NPOAYKTMBHOCTM paboThl
COTPYZAHWKOB (KOANYECTBO W
KauyeCTBO BCTPEeY, aHaAUTMKa
0obLLeHMs C Konaeramm m
pyKOBOAUTENEM U T.4.)

KoMMyHmKauum B
obnake

Cloud PBX + SfB Plus CAL:
MoaxntoueHne obnaka O365 k
KopnopaTBHOM TenedoHmu,
BblZE/EeHE HOMEPOB
Nno/b30BaTeNaM

PSTN Conferencing:

MNpuncoeanHeHVe K OHNAANH-
cobpaHuam

MO 3BOHKY M3 NH0OON TOUKM
MVpa, BblAeNeHne HoMepa Ana
KOHpepeHumn

v

A A



+<— Windows 10 Enterprise E5 ——

BoamoxkHoctn Windows 10 Enterprise

AoBepeHHas niatpopma

<—W.indows 10 Enterprise E3—

Enterprise Data Protection
3awmTa OT yTeuek JaHHbIX 3a cyeT
oTAeNeHNA KOPNopaTUBHOM
MHPOPMaLMN OT INYHOW.

Windows Hello for Business
[locTyn K cucteme Ha oCcHoBe bruomeTpumn

Credential Guard
3awmTa yyYeTHbIX 3anmceint C MOMOLLbHO
annapaTHbIX CPEACTB U30A5ALMM

AppLocker

3anyck HexenaTenbHbIX 1
NOAO3PUTENbHbIX MPUNOXEHUI B
N30MPOBaHHOW cpeje.

Device Guard
3anpeT Ha 3anyck HeOBEePEHHbIX
NPUAOXKEHNIA Ha YCTPOMNCTBE.

Advanced Threat Protection
AHanu3 yrpo3s 3a cyet obHapy>KeHus
NoA03pPUTENIbHOTO MOBEAEHN S,
conocTaB/ieHns ¢ 6a30i JaHHbIX
M3BECTHbIX aTak.

Azure Active Directory Join

BkntoueHune yctpoinctBa B 061auHyo nan
rmépunaHyro MHGpPaCTpyKTypy
OopraHu13aLuio.

MDM enablement
YnpaBneHue yCTpOUCTBOM CpeACTBaMu
MDM-pelueHunn

Windows Store for Business,

Private Catalog

KaTanor npunoxxeHunin, npesoctaBaseMbIx
COTPYAHWMKAM OpraHmn3aLuen.

Application Virtualization (App-V)
YnpouyeHve pasBepTbiBaHNA U
ynpaBaeHUsa NPUNOXKEHNIMM

AL

MoBbIlWeHMe NPOAYKTMBHOCTH MepcoHnanmzauus LLnpoknin cnekTp ycTpoucTs

User Experience Virtualization (UX-V)
CUHXPOHM3aLMA NONb30BaTENBCKMX
HaCTpOeK MeXAay YyCTPOUCTBaMK U
BMpPTyanbHbiMK cpegamn Windows

Granular UX Control
YnpaBneHune nHtepdpencom vepes
LLeHTPaIM30BaHHbIE MOANTUKM

i

Windows 10 for Industry Devices
Ncnonb3oBaHWe HEAOPOrnX, MacCoBbIX
YCTPOWCTB B KauecTBe TePMMHAJIOB,
KMOCKOB U Ap.



BoamoxkHocTn Enterprise Mobility + Security E3/ES

EMS E5

YHpaBneHme y4Yye€THbIMU 3anncamMmu
n AOCTYyNnom

WS RMS CAL + WS CAL +
Azure Active Directory Premium
P1

EAMHanA yyeTHas 3anucb 414 N0KaAbHbIX
M 061a4HbIX MPUNOKEHUI

MHorodakTopHaa ayTeHTUdMKauma,
KOHTPO/b AOCTYNa C Pa3HbIX YCTPOMCTB,
OTYETHOCTb M aHA/IUTUKA

Azure Active Directory
Premium P2

PaclumpeHHas aHanUTUKa U AelCTBUA No
COBbITUAM, CBA3AHHbIM C Y4ETHbIMM
3anucamu (Ha 6ase mallMHHOIo
0byyeHus)

JononHuTenbHas 3awmTa (BpemeHHoe
npeaocTaBAeHne AocTyna) Ans
NPUBUNErMPOBAHHbIX YY4ETHbIX 3anuce

Be3zonacHOCTb yueTHbIX 3anuvcemn

Microsoft Advanced Threat
Analytics

AHanus TpaduKa 1 cobbITUI
6e30nacHoOCTM B I0KasibHOM AD
3aKasuuKa, npeaynpexaeHuns n
NPOaKTMBHblE AeNCTBMA. JIOKa/IbHbIN
cepsuc (He o6nako).

Microsoft
Cloud App Security

O6HapyxeHue GpaKTOB UCNONb30BaHUA
061a4HbIX CEPBUCOB (Yepes aHanus
ceTeBbIX }KypHanos)

YnpasneHue 061a4HbIMU cepBMCamm
(Microsoft n gp.)

YnpaBseHue ycTponcTBamy, B T.u.

MOBUABbHLIMU

SC Config Manager +
+ Microsoft Intune

YnpasaeHne mobuabHbIMM
YCTPOMCTBAMM U NPUNONKEHUAMM
(monnTMKKM Nnapons, NMH-Koaa,
WwndppoBaHUA NN YCTPOMCTBA,
pasaeneHue NPUNOKEHNN N YY4ETHbIX
3anucein B HUX Ha IMYHble U paboune)

XXX

3awuTa MHpopmaLum

SC Endpoint Protection +
Azure Information Protection
Premium P1

3awmTa dparnos vyepes WnppoBaHmMe C
nomoulbto RMS (Azure n N1oKanbHOrO)
OTcnexkmBaHue goctyna K pannam
(Tonbko uepes Azure RMS)

Py4Hasa KnaccudurKauma 4OKYMEHTOB

Azure Information Protection
Premium P2

ABTOMaTH4YeCKaa Knaccupukauma mn
Ha/lI0XKeHMe MNOJINTUK 3aLWMTbl Ha danbl
OpHoBpeMeHHOEe UCNOoNb30BaHME
nokanbHoro RMS n Azure RMS




[Mpenmywiecrea EMS ana 3akasumkoB ¢ O365

3aumra
MHOOPMaLIMK

YnpasaeHue yyetHbiM1 |l YNpaBaeHme
MODUABHBIMM

YCTPOMCTBaMM

be3onacHOCTb
N

3aMNCAMM U @ YYETHbIX 3anuncen v
AOCTYTMOM

Enterprise

Mobility
+ Security

()

] Office 365

Azure AD pna 0365+

* PaclwumpeHHas oT4eTHOCTb

* EanHbIA BXO Ans BCeX
NPUNOXKEHWI

* PaclunpeHHbie Bo3mM-t1 MDA

+ CamocTOATE/IbHOE YrpaBaeHVe
rpynnamu n cépoc napons

* lnHammnyeckme rpynnei,
HasHayeHWe NNLEH3NUI Ha rpynmbl

ba3zoBoe ynpaBneHue yuetkamu
uepes Azure AD pgna 0365:

* EanHas yueTHas 3anmch Ans
cepBucoB 0365 + slokanbHOM

cpeabl

* basoBas MHorodakTopHas
ayTeHTUdMKaLMa Npu AocTyne K
0365

MDM pgna 0365+

* YnpasaeHue MK

* YnpaBsieHve Mo6uabHbIMU
npuaoXXeHnamu (3anper

nepegayun AaHHbIX ve Kopnm.

M INYHOIA cpeaoW)

* be3onacHbIi NPOCMOTpa KOHTEHTa
* YcTaHoOBKa cepTudunkaTon

* Nnterpayus c SysCenter

basoBoe ynpaBneHune
ycTpouctBamu uepes MDM ana
0365

* YnpaBaeHve HacTponkamm
MOBUBbHBIX YCTPOWCTB

* BoibopouHoe yaaneHne gaHHbIX

* BctpoeHo B LeHTp
agmuHncTpmpoBaHuna 0365

Azure Information Protection
(RMS) ana 0365+

» OTCNexXvBaHNA 1 yBeLOMIEHUS
06 OTKPbLITUN 415 3aLLMLLEHHbIX
[LOKYMEHTOB

* 3awmTa ana nibopmaumm Ha
NoKanbHbIX GannoBbix
xpaHuauniax Windows Server

* Knaccudumkauma n metku ansa
AOKYMEHTOB

RMS-3awura uepes
RMS pgna 0365

* 3awmTa ans sokymeHToB Office
(nokanbHbIx nan B O365)

* floctyn k RMS SDK

* IMnopT cobCcTBEHHOTO KAtOYa B
Azure RMS

Cloud App Security

* ObHapy>eHue 1 ynpaBsieHne
061a4HBIMY MPUNOXKEHNAMMN

Advanced Threat Analytics

* ObHapy>eHne yrpo3 B IOKaNbHOM
cpege 3akasuuka

Azure AD Premium P2

* YCNOBHbIN AOCTYN C y4ETOM
pacLUMPEHHOrO CNeKTpa PUCKOB

Advanced Security Management

» OBHapy>XeHWe NoA03pUTENbHOW
aKTVBHOCTM B paMKax CepBM1COB
Office 365




be3onacHasa aneKTpoHHaA nouyTa

E 0O630p Exchange Online
2 Advanced Threat Protection (ATP)




PaclumpeHHas 3awmTta ot yrpo3 gaa Exchange Online

&

——

3aLLmTa OT HEM3BECTHOTO 3alumTa BO Bpems LLInpokre BO3MOXHOCTH
BpeaOoHOCHOro 10 u NOMbITKW Mepexosa CO34aHNA OTYETOB U
BUPYCOB MO CCblJIKaM TPaCCUPOBKM
* AHanM3 NoBeAEHWA NPV MOMOLLY * 3awwmra ot BpesoHOoCHbIX URL- » BcrtpoeHHble cpeacTa

MaLLMHHOTO OByYeHMs a/lPECOB B PeXMME peasibHOoro Tpaccnposkn URL-aapecos

BPEMEHN

» OnoBeLleHNs aAMUHUCTPATOPOB * OT4eTbl O CIOXHBIX yrpo3ax

 Pactywasn 6a3a URL-agpecos



Exchange Online Protection

BhawHme
OTNRaBMTEN M Exchange Online Protection KopnopatBHas CeTs
W MOy HaTENM
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Internet

Exchange Online Protection ™
l

Email is nouted to the
datacenter, based on

1. npoxoanT yepe3 GuabTpaLmio NOAKJKYEHNIN, KOTOPOEe My-record resalution
NpOBepAET penyTaumio OTNpPaBUTeNsa N NpoBepseT
coobLEeHME Ha Hanume BPeAOHOCHbIX MPOrpamMm; I'
EOP
2. [poxoxaeHne puabTpaunm NOANTUK - COODLLLEHNS ERE—— h
OLLeHMBAIOTCA MO HACTpanmBaeMbIM MpaBuIaM ans Filtering o~
06paboTku NoYThI; l [[[[I
Customer
3. pUAbTPaLMSA COAEPXKUMOrO - COAEPXKUMOe nposepaeTca | Feedback S , Deleted
Ha Ha/inuymMe TEPMUHONOTNM NN CBOUCTB, OOLLNX NS False Positive/ l
- False Negat|
HeXeNaTebHOM MOYTbI; Asalaius oo
Transport Rules — | YPUONA
4. [loctaBka OTOUALTPBAHHbIX MWCEM B Nanky l Policy Filtering ' .

HeXxenatenbHOW NoYTbl AN B KapPaHTUH. Spam Analysts l @

Optional i
5. [loctaBka nncbmMa noayyaTento. O : Content ptional  Quarantine

' I Filtering

Recipient Mailbox



ApxutekTypa cny>kbbl Exchange Online Protection

Otnpasutens

o 1€CKO/IEKO OUBTPOB + 3 aHTUBUPYCHbIX
appa cnyxbel Exchange Online Protection

Cpepa ncnonHeHuA .
(«necouHunua») O403punUTENBHOE

B/1O>XKEHWNE

NcnonHaembln dpaiin?

ObpalleHune K peecTpy?
MoBblleHMe npaB?

BpesoHOCHbIE CCbIKK

[Monyuatenb

Hebe3onacHo Be3onacHo

v



Safe Attachments (be3onacHble BnoXxeHus) —
MNCMNoJIb30BaHUe

safe attachments safe links
+7ar*Vv @-@
ENABLED NAME

Safe Attachment P
L4 Default

»settings

= P - L]
& https://outlook.office365.com/ecp/SafeAttachment/EditSafeAttachmentPolicy.aspx?reqld=14271509729178&pw H
L]
L]
«|| i AAMWUHUCTPATOP
Safe Attachment Policy - Block < :
L]
i CO30a€eT NOMUTUK
Safe attachments unknown malware response | :
n for unknown malware in attachments i -
R ey s B o S AMWUHUCTPATOP NoydaeT
more
Off - Attachment will not be scanned for malware.
Monitor - Continue delivering the message after malware is B e OMJ‘I e H M e e Cj'l M
detected; track scan results, )
® Block - Block the current and future emails and attachments
with detected malware A
tos
6nokupyetca coobuieHue
continue to deliver the message.
or
Redirect attachment on detection Ly
Send the blocked or replaced attachment to an email address
@ Enable redirect
Send the attachment to the following email address L
admin@contosobankatp.onmicrosoft.com < 5 i e
= INBOX CONVERSATIONS BY DAT - p— — _—
: . Administrator Notification: Redirecting email with malware
@ Apply the above selection if malware scanning for @l All Unread Tome Flagged EREPLY  €EREPLY
times out or error occurs
LAST WEEK . . NPT :
Exchange Online Advanced Threat Protection <advanced-threat-protection@protection.outlook.com>
[Exchange Online Advanced Threat Protection < ] b L
dmini ificati directing email with malware Sat 3/21

This message was created automatically by Exchange Online Advanced...
Postmaster
Undeliverable message Sat 3/21

This message was created automatically by mail delivery software. Your

| Exchange Online Advanced Threat Protection <

Administrator Notification: Redirecting email with malware Sat 3/21
This message was created automatically by Exchange Online Advanced

Exchange Online Advanced Threat Protection < [}
Administrator Notification: Redirecting email with malware Fri 3/20
This message was created automatically by Exchange Online Advanced.

Postmaster
Undeliverable message Fri 3/20
This message was created automatically by mail delivery software. Your.

Exchange Online Advanced Threat Protection < 8

Administrator Notification: Redirecting email with malware Thu 3/19

To: MOD Administrator;

Limited time offering fr...
112 KB

v

This message was created automatically by Exchange Online Advanced Threat Protection service
Malware was detected in the email included with this message as an attachment

From:Jeremyc@contosobankatp.onmicrosoft.com
To:shobhits@contosobankatp.onmicrosoft.com
Subject:Limited time offering from Fabrikam
Date:3/21/2015 9:31:03 PM

The attached email or the attachment has not been delivered to the intended recipient(s). If it is opened, it might infect the computer with malware.
Please do not respond to this message, it is an unmonitored alias. For more information, please see



Safe Links (be3onacHble ccbiNKu) — UCNOJIb30OBaHME

et sate 2 L { MonbsosaTenu nonydaiot

+sutiE-o I e |, I ABMUMHKCTpaTOp co3paeT } yBegomneHue, ecau

| | i NONIUTUKY i B3NEKTPOHHOM

m— g 1 ! "} conbienn Suina Haara
} BPeAOHOCHas CCbl/Ka

@ Do not allow users to click through to original URL

Do not rewrite the following URLs:

J Office 365 » Microsoft

A This website has been classified as malicious.

We recommend that you close this web page and not continue to this website. Learn more about Malware

X Close this page.




LLinpokue BO3MOXXHOCTU CO34aHUA OTUETOB U
OTC/IEXKMBAHUA HaXXaTUW

rules message trace url trace accepted domains remote domains connectors

AOMNHUCTPATOPSI

Moay4yatoT BCHO
MHGOPMALMIO O TOM,
KTO nepewen no Tou
NN NHOMN CCbINKe

TIME OF CLICK (UTC) w | RECIPIENT URL BLOCKED CLICKED THROUGH MESSAGE ID

shobhits@contosobankatp.onmicrosoft.com http://www.spamlink.contoso.com/

shobhits@contosobankatp.onmicre com http:/ g.com No No

shobhits@contosobankatp.onmicr m ontoso.com Yes No
shobhits@cc bankatp No N
shobhits@contosobankatp.onr amlink.con r Yes No
shobh osobankatp.on No N
shobhits ntosobankatp tos: L1 Yes No
shobhits@contosobankatp.onmicrosoft.com N No
shobhits@cc ys50ft.c or Y No
3/20/2015 7:42:54 PM shobhits@contosobankatp.onmicrosoft.com Yes No
advanced threat protection detection file types
.
v
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KomMnaeKkcHbI noaxoa K 3aLmTe

PacnpocTpaHuTte 3aLmTy ypOBHSA
npeanpuaTna Ha Bawwu
obnayHble n SaaS NnpuaoxeHus

salesforce

Microsoft Cloud App Security

Azure Active Directory
Premium

Ynpasnante Y3 c rubpugHomn
MHTEerpauunen Ans 3alnTol
A0CTyna K NPUIOXKEHUAM OT aTak

Ha y4YeTHble JaHHble Azure Information

3awmuanTte Bawm Protection

m JlaHHble rae
YroAHo
/ AN

Microsoft

Intune

3awmuiante
nosb3oBaTenen,

yCTPOWNCTBa U
NPUNOXKEHNS

a

<l

BbisBnsunTe yrpossl
Ha pPaHHUX CTaanaX l Microsoft
C aHa/M30M yrpos \ | Advanced Threat Analytics

v




KoHTpoanpyute gocryn ns ntoboro mecra

“MHe HeobxoANMMO KOHTPOIMPOBATb AOCTYMN K pecypcam Ha OCHOBaHUM pada ycnosmin”

&4 b~

1] Office 365

ATPUEYTHI VCTPORCTBA Azure AD - Microsoft Azure
Y eaANHada TOUKa
NONb3OBATE/EU flBnaerca v uneHoM JoMeHa A
KOHTPONA
YueTHas 3anucb CooTtBeTcTBME TPEOOBAHMAM
YneHcTBO B rpynnax Tun nnatpopmbl (Windows, iOS,
HagexHocTb Android) S8 SR %
ayteHTUdukaumm (MFA) ﬁf le
® ==
=
[E] == * Paspewuntb
0 + T[lotpeboBaTtb
MFA
NMPUNOXXEHUE MHOE * bnoknposats
MonnTnkn Ha ocHoBe 3 kakown ceTn
NPVAOXKEHN . JlokanbHble
podunanpoBaHue pucka
Tvn knneHTa npuUaOXKeHNA

KputnuHocTtb ans
6usHeca



Azure Active Directory

Microsoft Azure
* MHorogpaktopHasa ayTeHTndmnKauma Active Directory

« CamocToaTenbHbIV COPOC Napons Application Proxy

*

e 3awwmTta ot DOS — atak .

*
A

 BO3MOXHOCTb YyCTaHOBKN MHOXECTBaA KOHHEKTOPOB, n

dBTOMaTN4YeCKN NOAK/IFOHaEMDbIX K CEPBNCY, ANA
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[MopTtan Azure Active Directory
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Azure Information Protection

Knaccnowmkauma v wmndposaHme
dannos

OT3bIB Mpas &

IT-aamMuHUCTpaTOp HacTpanBaeT

OrpaHI/lLIeHl/Ie BPEMEHW XN3HN NOANTUKY,
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danna
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Azure Information Protection

° (DOle/IpOBaHI/Ie Ha60pOB METOK NOoA4 Ka>XAYH POJib

* [lpuHyanTenbHasa nan BbiIbOpOUHan KnaccuduKaLms no CoAePXKaHIO

« 3awuTa nyTewwecTsyeT c dainom Yepe3 obaako
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o Sensitivity: Il General # Personal Public General Confidential - Highly Confidential ~ | ] |
A B C D [«]

12 Ciecimal iLimit entries to decimal (percentage) values |:|

13 Departments [Limit selections to list choices

1
14 Cost centers table 'Table for Cost center list source
- . . . . .

15 Cost center budget 'Limit selections to Cost center list choices -
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Advanced Threat Analytics (ATA) — npeBeHTVBHasA
i SIEM

- v —_——————

naeHTnPUKaLuma atak

 [loBegeHuYecKkas aHannTMKa

« ObHapyXeHMe U3BECTHbIX aTak

* PexkomeHAauuu Ang Kaxaow yrpo3bl

Active
Directory

* becwosHoe pa3sepTtbiBaHMe  (Port-
Mirroring)

* bbicTpoe 0byueHre 1 aganTaums

XPOHO/0TUA aTaKku

[lo HeckonbkuX mecaLes 24 - 48 vacos bonee 200 AH en

ATakKa nepsoro ysJsia Komnpomera uMA AoMeHa O6HapyKeHue aTaku




ATP - Kak 310 pabotaer

Microsoft Advanced Threat Analytics

MNepebop yuetok

11:47 PM 11:48 PM ‘
Filter by 2] Tuesday, December 19, 2017
Al [7] Reconnaissance Using Account Enumeration
© Open [7] Suspicious account enumeration activity using Kerberos protocol, originating from EXTVENDOR-TS, was detected. The attacker performed a
W High 2] total of 105 guess attempts for account names, 3 guess attempts matched existing account names in Active Directory.
Medium [2] Note Share Export to Excel Open
M Low [3

105 guess attempts

EXTVENDOR-TS DCO1
Existing Accounts Non-Existing Accounts
Idan Plotnik () Mae
& PRINCIPAL GROUP MA [ YA
Administrator
& a
Michael Dubinsky Opal
. SR PROGRAM MANAGER g contoso.com
Q Velma
Q Nancy
contoso.com
Mattie

o



ATP - Kak 310 pabotaer

Microsoft Advanced Threat Analytics
[Mepebop yyeTok :

Filter by [?]

omputers from the network or move them into an isolated environment and start a forensics procedure by investigating: unknown

try entries, unsigned files, and more

abnormal resources.

and investigate if the user h

All 71
C Open [7] 11:52 PM
B3n OM yq eTK M M High [2] Tuesday, December 19, 2017

Medium [2]

Low [3] Brute Force Attack Using LDAP Simple Bind
450 password guess attempts were made on Michael Dubinsky from EXTVENDOR-TS. 1 account password was sucessfully guessed.

Note

Share Export to Excel Details Open

450 guess attempts

1 JAN

EXTVENDOR-TS DCO1

Attacked Accounts Potential Guesses

Michael Dubin Michael Dubinsky
SR PROGRAM MANAG SR PROGRAM MANAGER

Recommendations

f the attacked accounts

rom the network or move them into an isolated environment and start a forensics procedure by in

ating: unknown

& Microsoft




ATP - Kak 310 pabotaer

Microsoft Advanced Threat Analytics = Microsoft
[epebop yueToK
Tuesday, Decembe 7 ‘
Filter by [7]
Suspicion of Identity Theft based on Abnormal Behavior

Al [7] Michael Dubinsky exhibited abnormal behavior when performing activities that were not seen over the last month and are also not in accordance with the
C Open[7] activities of other accounts in the organization. The abnormal behavior is based on the following activities:

B High [2] = Performed interactive login from 4 abnormal workstations.

= Performed interactive login from 2 abnormal servers.
= Requested access to 5 abnormal resources.
» Exceeded the normal amount of working hours.

B3nom yyeTku

Note hare Details Open
MacwrtabupoBaHue
2 normal 6 abnormal 5 abnormal
compute computers resources
Abnormal Computers
SHAREDADMIN-SRV nto an isolated and g: unknown p

2 abnormal computers and accessed abnormal resources.

11:52 PM

ay, Decembe|

Brute Forc(

450 passwor¢ ty from EXTVENDOR-TS. 1 account password was sucessfully guessed.

EXTVENDOR-TS

Note Open

=B 0000



ATP - Kak 310 pabotaer

[Mepebop yyeTok

Filter by [?]

All [7]

B3nom yyeTku = ol

M High [2]

Medium [2]

MacwTtabupoBaHue

MonbiTKa

yBeanyeHusa npas

Microsoft Advanced Threat Analytics

11:55 PM

sday, December 19, 2017

Identity Theft Using Pass-the-Ticket Attack
Administrator's Kerberos tickets were stolen from SHAREDADMIN-SRV to EXTVENDOR-TS and used to access DCO1 (CIFS).

Note Share Details Input Open

0O)
,O Administrator

SHAREDADMIN... EXTVENDOR-TS DCO1

Recommendations

11:54 PM

Tuesday, December 19, 2017

I Suspicion of Identitv Theft based on Abnormal Behavior



ATP - Kak 310 pabotaer

Microsoft Advanced Threat Analytics B Microsoft 1= A~

MNepebop yuetok

Filter by [?]
Al 11:57 PM
L Tuesday, December 19, 2017
© Open [7]
B3niom yyeTKku e

Remote Execution Attempt Detected
The following remote execution attempts were performed on DC01 from EXTVENDOR-TS:

Medium [2]

= Successful remote creation of PSEXESVC by Administrator.

Note Share Export to Excel Details Input Open

MacwTtabupoBaHue

Remote execution

o JAY

I_I O n bITKa Administrator EXTVENDOR-TS DCO1
yBe/IMYEeHMA npaB

Recommendations

t and start a forensics procedure by investigating: unknown processes,

[TonbITKa 3anycKa
MCNONHAEMOTO
danna

11:55 PM

Tuesday, December 19, 2017

Identity Theft Using Pass-the-Ticket Attack
Administrator’s Kerberos tickets were stolen from SHAREDADMIN-SRV to EXTVENDOR-TS and used to access DCO1 (CIFS).
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Cloud App Security

*  MOoHWTOPWHTI TpadwmKa

« OT1CnexmpaHue paboTbl C
dannaMm 1 X MUrpaLnm.
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Cloud App Security (CAS).
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